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(57) ABSTRACT

The disclosure relates to cloud-based mobile discovery net-
works. For example, a mobile discovery network may include
a network responsive to successful watermark detection or
fingerprint extraction. One claim recites a cloud-based com-
puting resolver cell in a mobile discovery network, the mobile
discovery network comprising a cloud-based traffic router for
forwarding requests from remote devices. The resolver cell
comprises: memory for storing response information; one or
more processors programmed for: monitoring responses to a
plurality of status checks issued by the traffic router to said
resolver cell, and starting with a first response that includes an
error, the monitoring monitors the next n responses from the
resolver cell to the traffic router, where n is an integer more
than 3, to determine whether: 1) a predetermined percentage
of the monitored responses included errors; ii) any response
included an error within a set time period during said moni-
toring, and iii) the last response to the traffic router include an
error; if any of items i-iii are true, entering a stabilization
mode for a predetermined time; and issuing an unavailable
status message to the traffic router during the predetermined
time. Of course other claims and combinations are provided
as well.
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1
SELF-STABILIZING NETWORK NODES IN
MOBILE DISCOVERY SYSTEM

RELATED APPLICATION DATA

This application is a continuation of U.S. patent applica-
tion Ser. No. 13/842,412, filed Mar. 15, 2013 (U.S. Pat. No.
8,990,638).

This application generally relates to U.S. patent applica-
tion Ser. No. 13/299,140, filed Nov. 11, 2011 (published as
US 2012-0208592 Al); Ser. No. 13/572,873, filed Aug. 13,
2012 (published as US 2012-0311623 A1), Ser. No. 13/684,
093, filed Nov. 21, 2012 (U.S. Pat. No. 8,620,021); and U.S.
Pat. No. 7,174,031. Each of the above patent documents is
hereby incorporated herein by reference in its entirety.

TECHNICAL FIELD

This disclosure relates, e.g., to digital signal processing,
image, video and audio recognition, cloud computing, net-
work services and data signal detection.

BACKGROUND AND SUMMARY

Cloud computing uses computing resources (e.g., hard-
ware, memory and software) that can be delivered as a service
over a network (e.g., the Internet). Cloud computing del-
egates computation, software and information to remote loca-
tions, often over distributed resources.

This disclosure describes, among other things, methods
and systems for improving user interaction and response time
in object-recognition mobile discovery systems. For
example, network nodes responsible for providing response
to mobile devices can monitor their own performance, and
self-stabilize to ensure overall efficient network performance.

The foregoing and a great number of other features, meth-
ods, systems and advantages of the present technology will be
more readily apparent from the following detailed descrip-
tion, which proceeds with reference to the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a system that can be used in
certain embodiments of the present technology.

FIG. 2 is a diagram of a cell phone capturing imagery of
printed material.

FIG. 3 is a flow diagram of a mobile discovery process.

FIG. 4 is a system diagram of an example mobile discovery
ecosystem.

DETAILED DESCRIPTION

An emerging class of “mobile discovery” applications uses
cameras and microphones on mobile devices for recognition
and identification of media and physical objects. Digimarc
Discover, provided by Digimarc Corporation in Beaverton,
Oreg., USA, is such a mobile discovery application. The
Digimarc Discover application is sometimes referred to
below as simply “Discover”.

The Discover application is able to identify many forms of
media and physical objects. Once an object is identified, local
and network services support a variety of usage models on the
mobile device. Discover currently employs watermarking,
fingerprinting, and barcode-reading technologies and has
been designed to incorporate other identification technolo-
gies such as RFID, OCR, speech recognition, and complex
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computer vision algorithms for content-based image and
video recognition and retrieval.

Discover uses watermarking to identify images in newspa-
pers, magazines, books, flyers, and other printed material.
(Discovery can be configured to use watermarking for audio
recognition t0o.) A digital watermark is a code that can be
embedded in all forms of digital content, generally impercep-
tible to people but detectable by digital devices. Similarly,
digital watermarks applied to digital content persist with the
content through manipulation, copying, etc. Digital water-
marks effectively give all forms of media and many objects a
digital identity. In prior work, several methods for generating
the watermark signal, and for detecting the watermark signal
in objects, are detailed. Please see U.S. Pat. Nos. 6,614,914
and 6,590,996, which are incorporated herein by reference in
their entireties.

Printed images can be embedded with a digital watermark
before or during publishing. The watermark is imperceptible
and carries a unique code that Discover detects when the
image is viewed with a camera. The code enables retrieval of
additional content related to the printed material. Discover
enables printed content to be a launching point into related
digital content. Users experience a familiar media with the
added dimension of interactivity, so content can be enhanced
and users can explore items of interest in greater detail. Usage
examples include real-time retrieval of information related to
an interesting news story. Readers can watch videos of late-
breaking news, view sports schedules, purchase tickets, or
learn recent scores. They can share interesting articles from
the newspaper via email or a social network such as Face-
book.

Aural search utilizing a microphone enables a variety of
applications, some of which are related to music discovery.
With an enabled mobile device, users can identify music in
their environments and access network services associated
with the music. Discover utilizes fingerprinting technology to
recognize music and can identify millions of songs. Using
Discover, a person in a coffee shop, car or a shopping mall can
identify music to learn about the artist, lyrics, publisher, etc.
A user can download associated video, review the concert
calendar, rate the song, buy the song or album, and share any
of this information with friends via email or social networks.

A digital fingerprint is a unique pattern that identifies con-
tent. A fingerprint is derived or extracted from selected inher-
ent properties of the content. For example, the fingerprints of
audio and video content could be derived from frequencies,
timing, color, or luminosity. As with a human fingerprint, the
fingerprint of unidentified content can be compared to a data-
base of known fingerprints to identify the original content.
Digital fingerprinting is a form of pattern recognition, a term
used in some commercial systems for similar approaches.
Examples of audio and/or video recognition are described in
U.S. Pat. Nos. 7,174,293, 7,346,512, 6,990,453 and U.S.
Patent Publication Nos. 20020178410 and 20100322469,
which are hereby incorporated herein by reference in their
entireties. For additional examples see, e.g., Oostveen, J.,
Kalker, T. and Haitsma, J., “Feature extraction and a database
strategy for video fingerprinting,” Proc. 5th Int. Conf. Recent
Advance in Visual Information Systems, pp. 117-128, 2002;
and “Video fingerprinting for copy identification: from
research to industry applications”, Proceedings of SPIE,
Media Forensics and Security, Vol. 7254, February 2009,
which are hereby incorporated herein by reference in their
entireties.

Referring to FIG. 1, an illustrative system 12 includes a
device 14 (e.g., a mobile phone) having one or more proces-
sors 16 (or processing cores), one or more memory units 18,
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one or more input peripherals 20, and one or more output
peripherals 22. System 12 may also include a network con-
nection 24, and may communicate with one or more remote
computers 26, e.g., in a cloud-based computing system.

An illustrative device 14 is a smartphone or a tablet com-
puter, although any other consumer electronic device can be
used. The processor 16 can comprise a microprocessor such
as an Atom or A4 device, which may include multiple pro-
cessing cores. The processor’s operation is controlled, in part,
by information stored in the memory unit 18, such as operat-
ing system software, application software (e.g., “apps”), data,
etc. The memory may comprise flash memory, a hard drive,
etc.

The input peripherals 20 may include one or more cameras
and/or one or more microphones. The peripherals (or device
14 itself) may also comprise an interface system by which
analog signals sampled by the camera/microphone are con-
verted into digital data suitable for processing by the system.
Other input peripherals can include a touch screen, keyboard,
etc. The output peripherals 22 can include a display screen,
speaker, etc.

The network connection 24 can be wired (e.g., Ethernet,
etc.), wireless (WiFi, 4G, LTE, Bluetooth, etc.), or both.

In an exemplary operation, device 14 receives a set of
digital content data, such as through a camera or microphone
20, through the network connection 24, or otherwise. The
content data may be of any type; audio and video are exem-
plary. FIG. 2 shows image capture of watermarked printed
material by a device 14.

The system 12 processes the digital content data to gener-
ate corresponding identification data. This may be done, e.g.,
by applying a digital watermark decoding process, or a fin-
gerprinting algorithm—desirably to data representing the
sonic or visual information itself, rather than to so-called
“out-of-band” data (e.g., file names, header data, etc.). The
resulting identification data serves to distinguish the received
content data from other data of the same type (e.g., other
audio or other video).

The identification data can be communicated to a remote
system (see FIG. 3). There, information, audio/visual content,
links, XML and/or actions can be identified and returned to
device 14 through the network connection 24 for presentation
via output peripheral 22. In some cases, the digital content
data (or a subset of such, a filtered version of such, or a
transformed version of such) is communicated to a remote
system. The remote system generates the identification data
and returns corresponding information, audio/visual content,
links, XML and/or actions, etc.

One implementation of such, with particular emphasis on a
backend structure hosted in the cloud, is discussed with ref-
erence to FIG. 4.

FIG. 4 shows a functional block diagram associated with
one implementation of the Digimarc Discover ecosystem,
and more generally, a mobile discovery system. In this imple-
mentation, the backend system is hosted in the cloud, e.g.,
using Microsoft’s Azure platform. Of course, system’s hosted
on other cloud platforms, e.g., Amazon’s cloud, would simi-
larly benefit from our improvements. Cloud computing pro-
vide resource, often distributed resources, to implement pro-
cessing and storage features. The module discussed below
(e.g., Replicator, Resolver Cell, Aggregator, Queue Store) are
implemented by software running on cloud processors, and
may involve cloud provided storage.

Windows Azure is a Microsoft cloud computing platform
for building, deploying and managing applications and ser-
vices through a global network of datacenters. It provides
both platform as a service (PaaS) and infrastructure as a
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service (IaaS) services and supports many different program-
ming languages, tools and frameworks. Windows Azure can
be used to build a web application that runs and stores its data
in Microsoft datacenters. It can connect on-premises applica-
tions with each other or map between different sets of identity
information.

In FIG. 4, action 1, a Digimarc Discover customer (“Portal
Customer”) may access an online registration portal (Web-
Portal) to begin object (e.g., print, audio, video) registration
for use in a mobile discovery system. The object may be
intended to be printed in a magazine, newspaper, posted
online, etc. Or the object may be video or audio to be water-
marked, etc. The online registration portal—shown as hosted
in the cloud—may provide an API or other interface through
which registration information is provided by the customer
(action 3). For example, the customer may enter an object or
projectname, destination URL (e.g., payoff once a watermark
is read), XML file with action information, payment informa-
tion (e.g., linked with PayPal), etc. The registration process
also allows a customer to obtain a watermark embedder for
embedding the image. For example, a Java client based water-
mark embedder (“Connected Embedder”) may be accessed
and downloaded to the customer’s local computer (action 2).
The embedder may modify customer images, graphics, video
or audio to include digital watermarking. The digital water-
mark preferably includes a unique identifier that can be used
to reference the customer provided information, e.g., a desti-
nation URL.

Watermark identifiers, image metadata, payoff informa-
tion (e.g., XML information to be returned to a user reading a
watermark) and other details can be maintained in cloud-
based main storage (action 3; SQL Database, Blob Store)
during customer registration.

We’ve developed improvements to ensure that such cus-
tomer information is efficiently propagated across a mobile
discovery ecosystem. One approach uses our Replicator and
Queue Store (action 4). These processes can be configured to
run on one or more cloud-based servers, with access to cloud-
based storage. The Queue Store can be set to indicate (e.g., via
a flag or message) that new information is available in main
storage to be published to globally distributed Resolver Cells.
The so-called “main storage” can take many forms. For
example, we prefer to maintain a relational SQL database,
and create subsets of such information in a non-relational
storage (“Blob Store”). For example, the Blob Store may
contain just that information that is intended to be provided to
a smartphone in response to a successful watermark read or
fingerprint extraction. The Blob Store information can be
indexed according, e.g., to watermark type (e.g., what kind of
watermark), watermark identifier, fingerprint, or other distin-
guishing information. The Blob Store may also include orga-
nized information (e.g., XLLM data) stored according to its
index (e.g., watermark identifier).

A Replicator monitors the Queue Store (or the Queue Store
can be configured to interrupt the Replicator) to determine
whether there is new information and where that information
is stored in main storage (e.g., preferable the subsets of such
information in the Blob Store). If so, the Replicator can access
the information and replicate it to the variously distributed
Resolver Cells. The information is stored in storage units,
corresponding to the “Blob Store” associated with each
Resolver Cell. For example, there might be 4-36 (or more or
less) Resolver Cells geographically located around the glo-
bal. Geographically dispersing such cells reduces overall
time-delays for users reading watermarks from watermarked
images. In general terms, a resolver cell is a cloud hosted
module that is responsible for identifying and providing a
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response to identified objects in a mobile discovery network.
A resolver cell may also store mobile request information to
be accessed for storage in main storage.

The Queue Store is preferable arranged to delete reference
to new information within a certain time period. For example,
such references will be deleted or expire every 10-90 seconds.
Ina different configuration, queue references (e.g., messages)
are deleted once accessed obtained by the Replicator.
Because of these arrangements, the Replicator, upon an
unsuccessful Resolver Cell update, preferably updates the
Queue Store to again include the reference to new informa-
tion and an indication of which Resolver Cell(s) needs to be
updated with the information. There can be a delay built into
this process to allow an unavailable Resolver Cell to stabilize
or to allow the Replicator time to continue its operation. The
Replicator upon its next interaction with the Queue Store will
see the reference and ensure any previous unsuccessful rep-
lications are rectified. This is particularly helpful in a con-
figuration running multiple instances of the Replicator. For
example, a Replicator 1 may enter a reference into the Queue
Store and then move on to process other replications; in the
meantime a Replicator 2 or 3 or n (integer) might access the
Queue Store and see the reference to the unsuccessful update
and attempt to replicate the new information to such.

Now consider the interaction from a user’s perspective. A
user images a printed (or digital) image with a smartphone
running the Digimarc Discover application (see action 5).
The smartphone captures imagery or audio and decodes a
digital watermark hidden therein (or calculates a fingerprint
of such). The Digimarc Discover application communicates
with a remote service according to DSN routing information,
and issues a request for a response. The decoded watermark
information, cellphone information (e.g., cell phone ID), cell
phone operating system, etc. can be communicated as part of
the request to the remote service. A traffic router (e.g., pro-
viding request load balancing and routing), e.g., Traffic Man-
ager as provided in the Azure mobile platform, receives the
request and determines which out of a plurality of Resolver
Cells to route the response. While we specifically refer to
“Traffic Manager” other cloud-based traffic routers and load
balancing services could be used instead. Routing determi-
nation can be based, e.g., on the closest (geographically)
Resolver Cell, or based on fastest response time, or based on
availability measures of certain cells, etc. An overview of the
Azure’s Traffic Manager is provided, e.g., at http://msdn.mi-
crosoft.com/en-us/library/windowsazure/hh744833.aspx,
the text of which is incorporated herein by reference.

The Resolver Cell uses the request information to deter-
mine a response. For example, the Resolver Cell uses the
received watermark information (e.g., watermark identifier
decoded by the Digimarc Discover app and provided there-
from to the Resolver Cell) to index into its data stores (e.g.,
Blob Store) to find a corresponding response. In some cases
the response is an XML file that contains pointers or links,
which once returned to the smartphone, can be processed by
the Digimarc Discover app and provided via a device display
or speaker.

This all works great until it doesn’t.

We’ve found that cloud data storage and processing com-
ponents can be a bit finicky. If cloud storage associated with
a Resolver Cell is unavailable, yet a smartphone is still routed
to such by the traffic router, then the smartphone will not
receive a response. So we’ve made improvements to address
this.

In a specific example of a traffic router, Traffic Manager
(sometimes referred to herein as TM) will issue a health check
to each of the Resolver Cells to determine their operational
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status. TM can determine the cell status based on whether it
receives an available response from a Resolver Cell within a
predetermined time period, e.g., 2 availability responses
within a 90 second period, or it can determine status after it
receives a predetermined consecutive number of non-re-
sponses. Our Resolver Cells can issue (or not) a response to
the Traffic Manage based on a number of criteria, e.g., its
connectivity status, its operational status including access to
storage and processing loading, etc.

We noticed, however, that this health check was insuffi-
ciently catching storage failures or time lag oscillations. In
these case, mobile device initiated requests where being
routed to otherwise unstable resolver cells. So we added
criteria to ensure that a Resolver Cell is only available to
receive smartphone requests when it is operating under stable
conditions.

We established a multi-level check of our Resolver Cells to
ensure that it was operating in a stable cycle. The cell can look
at errors from multiple sources to determine whether to issue
an “OK” back to the Traffic Manager. If any ofthe sources are
producing errors, or have produced an error within a prede-
termined period or sequence, we can choose to take the cell
offline until it reaches stable operation.

For example:

1. The availability of all storage resources in the cell can be
monitored. A test template (e.g., a test XML file) can be read
from storage or multiple different storage area on a regular
basis, e.g., every 5 seconds. Success or failures of this check
can be used to determine whether a cell is stable. We can also
test whether we can successfully write to storage and whether
we can successtully set a queue indicating new material, all
within a predetermined time period.

2. Traffic Manager Health Checks to the cell can be moni-
tored. For example, upon encounter a first error message in
response to the Traffic Manage, the cell monitors all
responses during a predetermined time, e.g., the next 180
seconds. A stability decision can be based on the number of
positive (or negative) health checks within this time period,
and even monitor the last (or last few) health checks
responses. For example, if the last response within this time
period is an error, the cell can be taken offline until it stabi-
lizes.

3. We monitor any third party inquiries to the cell. For
example, a website monitoring service, pingdom, may poll
the status of a Resolver Cell, and report such back to the cell
operator. The Resolver Cell’s response to such can be used to
determine the health of a cell, and whether to take the cell
offline.

We can use a combination of these checks to determine
whether to enter a stabilization mode, e.g. amode in which the
Resolver Cell will only issue unavailable (or failure) status
reports back to the Traffic Manager. For example, starting
with a first health check error (issued to the Traffic Manager),
the cell will track its status for the next n (integer) Traffic
Manage health checks, and if any of the following are true the
cell will enter into the stabilization mode: i) did % (or other
predetermined percentage) of the last health checks fail; ii)
did any health check fail within the last 30 seconds (or other
time period); and iii) did the very last health check fail. Iftrue
for any of these, then the Resolver Cell enters a stabilization
mode.

In other cases, we combine results from any third party
inquiries, traffic manager health checks, and internal (to the
Resolver Cell) storage or processing checks within a certain
time period or number of checks to determine whether to
enter into a stabilization mode.
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Once a stabilization mode is entered, the cell is preferably
taken offline for a predetermined period, e.g., for 5 minutes
the cell reports that it is unavailable to the traffic router, and
the health of the cell is monitored and verified before it allows
it to return to an online status. During this stabilization mode
the cell monitors storage tests (e.g., successtul reads of test
files, and status writes), looking at third party monitoring
responses (e.g., has the cell issued a failure or unavailability
to such inquiries), and monitoring results to the Traffic Man-
agers health checks.

The cell will only go back online (e.g., start reporting OK
status to the Traffic Manager) if the results of these checks
meet predetermined criteria. For example, the cell will only
go back online if there are no errors found from any moni-
tored check within the predetermined time period (e.g., 5
minutes). If an error occurred (or when it occurs) the time
period will start over. In another approach, the cell will come
back online if it only encounters a predetermined amount of
errors within the stabilization time period. (E.g., less than 5%
during the period and/or + no errors within the last 90 sec-
onds.)

These processes allow individual Resolver Cells to control
when to go offline and when to come back online, and not
allow its availability to be determined by a cloud routing
service, e.g., like Azure’s Traffic Manager.

Returning to FIG. 4, a Resolver Cell can populate its Blob
Store (or other storage) with information associated with user
requests, e.g., which watermarks are read, and from where,
and with what device and operating system, and what infor-
mation was presented, and time delays, etc. A queue (e.g.,
showing requests 0 . . . 9 in FIG. 4) can be set to indicate that
statistics and other information representing a smartphone
request has been stored and are ready to be retrieved by the
Aggregator. The Aggregator operates much like the Replica-
tor, but in reverse. The Aggregator polls or queries Resolver
Cell queues, e.g., every 5-10 seconds, to know when to
retrieve such updated information and populate it back to the
main storage (see action 6). [f the queue is set the Aggregator
will access new information from the Resolver Cell and popu-
late back to main storage. This information then can be used
to determine and generate statics for particular customer con-
tent items, e.g., how many watermark reads, geographic loca-
tions of such reads, payoffinformation, etc.). The Aggregator
can update a Resolver Cell’s queue to reflect an unsuccessful
update to main storage. As with the Replicator, multiple
instances of the Aggregator can be used to increase system
wide performance.

FIG. 4 also shows a “Table Store” as part of main storage
and Resolver Cell storage. Such storage can be used to host
test bed information. For example, a customer may want to
test system functionality for a watermarked or fingerprinted
content item. The can store sample response information in
the Table Store and test its functionality before having the
content item go live to the public. Other system features in
FIG. 4 include: paypal: a customer payment system; Send-
grid: 3rd party SMTP (email) provider to send email; Loggly:
3rd party logging service used to store and query system
generated events; Pingdom 3rd party monitoring service use
to monitor availability of system services; DRMC Authorita-
tive DNS: manages DNS information for the system; CDN:
Windows Azure Content Delivery Network, used to get some
of our content (images, XML information, etc.) closer to
mobile users for better performance.

While the above discussion has described certain Azure
components, e.g., Traffic Manager, the inventive methods and
system will function with other cloud-based networks.
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Some of the above object-linking examples use image
based watermarking which is read by a camera. The inventive
methods and systems disclosed herein will also function with
other object-based identification, e.g., audio watermarking,
barcode linking, fingerprinting, image recognition, etc.

CONCLUDING REMARKS

Having described and illustrated the principles of the tech-
nology with reference to specific implementations, it will be
recognized that the technology can be implemented in many
other, different, forms. To provide a comprehensive disclo-
sure without unduly lengthening the specification, applicants
incorporate by reference the patents and patent applications
referenced above, in their entireties.

The methods, processes, and systems described above may
be implemented in hardware, software or a combination of
hardware and software. For example, the processing, repli-
cating and stabilization operations described above may be
implemented as instructions stored in a memory and executed
by multi-processor based cloud servers on a cloud-based
platform, or combination of instructions executed in one or
more processors and digital logic circuit modules.

Watermarking, fingerprinting and object recognition meth-
ods, instructions, and hardware operate on reference and sus-
pect signal components. Such signals can be represented as a
sum of signal components formed by projecting the signal
onto basis functions, the above methods generally apply to a
variety of signal types. The Fourier transform, for example,
represents a signal as a sum of the signal’s projections onto a
set of basis functions.

This disclosure sometimes uses the term “we” (e.g., “we
combine results from any third party inquiries, traffic man-
ager health checks, and internal (to the Resolver Cell) storage
or processing checks”) to mean that we have developed a
process or operations that can be implemented in cloud-based
computing services, products and platforms.

The particular combinations of elements and features in the
above-detailed embodiments are exemplary only; the inter-
changing and substitution of these teachings with other teach-
ings in this and the incorporated-by-reference patents/appli-
cations are also contemplated.

What is claimed is:

1. A cloud-based computing resolver cell in a mobile dis-
covery network, the mobile discovery network comprising a
cloud-based traffic router for forwarding requests from
remote devices, said resolver cell comprising:

memory for storing response information;

one or more processors programmed for:

monitoring responses to a plurality of status checks issued

by the traffic router to said resolver cell, and starting with
a first response that includes an error, the monitoring
monitors the next n responses from the resolver cell to
the traffic router, where n is an integer more than 3, to
determine whether: 1) a predetermined percentage of the
monitored responses included errors; ii) any response
included an error within a set time period during said
monitoring, and iii) the last response to the traffic router
include an error;

if any of items i-iii are true, entering a stabilization mode

for a predetermined time; and

issuing an unavailable status message to the traffic router

during the predetermined time.

2. The resolver cell of claim 1 in which the set time period
comprises a time period biased toward receipt of the nth
response.
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3. The resolver cell of claim 1 in which the stabilization
mode is entered only if any of items i-iii are true and responses
to any third party inquiries during a time period spanning said
monitoring meet a predetermined threshold, the predeter-
mined threshold comprising: i) a percentage of errors issued
to the third party; or ii) an error issued within the last m
number of responses, where m is an integer.

4. The resolver cell of claim 3 in which the third party
comprise a network monitoring service.

5. The resolver cell of claim 1 in which the stabilization
mode is entered only if any of items i-iii are true and internal
component checks during a time period spanning said moni-
toring meet a predetermined threshold comprising: i) a pre-
determined percentage of failed storage reads or writes; or ii)
a failure of a storage read or write within the last x attempts,
where X is an integer.

6. The resolver cell of claim 5 in which the internal com-
ponent checks comprise a storage availability check.

7. The resolver cell of claim 1 in which the one or more
processors are programmed for: exiting the stabilization
mode upon expiration of the predetermined time if the
resolver cell meets predetermined operational requirements.

8. The resolver cell of claim 7 in which the predetermined
operational requirements comprise: 1) all responses to the
traffic router are error-free during the predetermined time;
and i1) all responses to any third party monitoring service are
error-free during the predetermined time; and iii) all checks
during the predetermined time for performed storage avail-
ability checks are error-free.

9. The resolver cell of claim 7 in which the predetermined
operational requirements comprise: 1) a threshold of all
responses to the traffic router is error-free during the prede-
termined time; and ii) a threshold of all responses to any third
party monitoring service is error-free during the predeter-
mined time; and iii) a threshold of checks during the prede-
termined time for performed storage availability checks is
error-free.

10. The resolver cell of claim 9 in which the threshold in
each of 1), ii) and iii) comprises a percentage above 94%.

11. The resolver cell of claim 7 further comprising restart-
ing the predetermined time when the predetermined opera-
tional requirements are not met.

12. The resolver cell of claim 1, in which said one or more
processors are programmed for: when not in the stabilization
mode, providing a response to a mobile device upon receipt of
a successful watermark detection or fingerprint extraction,
the response being indexed in the response information
according to watermark information or fingerprint informa-
tion.

13. A registration portal in a cloud-based mobile discovery
network, the mobile discovery network comprising a mes-
sage queue, main storage, and a plurality of resolver cells for
responding to requests from mobile devices, said registration
portal comprising:

memory for storing executable instructions; and

one or more processors programmed with said executable

instructions for:

upon receipt of new information via the registration
portal, queuing a first message in the message queue,
the first message indicating the presence of the new
information, and in which the first message has a
predetermined life span within the message queue;

controlling storage of the new information in main stor-
age;

communicating with the message queue and accessing
the first message and the new information from the
main storage;
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attempting to replicate the new information to storage
within the plurality of resolver cells;

upon an unsuccessful replication attempt, queuing a sec-
ond message in the message queue, the second mes-
sage indicating which resolver cell the new informa-
tion was unsuccessfully replicated to.

14. The registration portal of claim 13 in which the mes-
sage queue comprises the main storage.

15. The registration portal of claim 13 in which said one or
more processors are programmed with said executable
instructions for periodically polling the message queue.

16. The registration portal of claim 13 in which said one or
more processors are programmed with said executable
instructions for receiving interrupts from the message queue.

17. The registration portal of claim 13 in which the second
message indicates a location of the new information within
main storage.

18. The registration portal of claim 13 in which the first
message indicates a location of the new information within
the main storage.

19. A cloud-based computing resolver cell in a mobile
discovery network, the mobile discovery network comprising
a cloud-based traffic router for forwarding requests from
remote devices, said resolver cell comprising:

memory for storing response information;

means for monitoring responses to a plurality of status
checks issued by the traffic router to said resolver cell, in
which said means for monitoring, starting with a first
response that includes an error, monitors the next n
responses from the resolver cell to the traffic router,
where n is an integer more than 3, to determine whether:
i) a predetermined percentage of the monitored
responses included errors; ii) any response included an
error within a set time period during said monitoring,
and iii) the last response to the traffic router include an
error;

means for entering a stabilization mode for a predeter-
mined time, in which the stabilization mode is entered if
any of items i-iii are true; and

means for issuing an unavailable status message to the
traffic router during the predetermined time.

20. The resolver cell of claim 19 in which said means for
entering a stabilization mode enters only if any of items i-iii
are true and responses to any third party inquiries during a
time period spanning monitoring meet a predetermined
threshold, the predetermined threshold comprising: 1) a per-
centage of errors issued to the third party; orii) an error issued
within the last m number of responses, where m is an integer.

21. The resolver cell of claim 19 in which said means for
entering a stabilization mode enters only if any of items i-iii
are true and internal component checks during a time period
spanning monitoring meet a predetermined threshold com-
prising: 1) a predetermined percentage of failed storage reads
or writes; or ii) a failure of a storage read or write within the
last x attempts, where X is an integer.

22. The resolver cell of claim 19 further comprising means
for exiting the stabilization mode upon expiration of the pre-
determined time if the resolver cell meets predetermined
operational requirements.

23. The resolver cell of claim 22 in which the predeter-
mined operational requirements comprise: 1) all responses to
the traffic router are error-free during the predetermined time;
and ii) all responses to any third party monitoring service are
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error-free during the predetermined time; and iii) all checks
during the predetermined time for performed storage avail-
ability checks are error-free.

24. The resolver cell of claim 22 in which the predeter-
mined operational requirements comprise: i) athreshold ofall
responses to the traffic router is error-free during the prede-
termined time; and ii) a threshold of all responses to any third
party monitoring service is error-free during the predeter-
mined time; and iii) a threshold of checks during the prede-
termined time for performed storage availability checks is
error-free.

25. The resolver cell of claim 19 further comprising means
for providing a response to a mobile device upon receipt of a
successful watermark detection or fingerprint extraction, the
response being indexed in the response information accord-
ing to watermark information or fingerprint information, in
which said means for providing a response is active only
when not in the stabilization mode.

26. A registration portal in a cloud-based mobile discovery
network, the mobile discovery network comprising a mes-
sage queue, main storage, and a plurality of resolver cells for
responding to requests from mobile devices, said registration
portal comprising:
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memory for storing messages;
means for queuing a first message in the message queue
upon receipt of new information via the registration
portal, the first message indicating the presence of the
new information, and in which the first message has a
predetermined life span within the message queue;
means for managing storage of the new information in
main storage;
means for communicating with the message queue and
accessing the first message and the new information
from the main storage;
means for replicating the new information to storage within
the plurality of resolver cells;
means for queuing a second message in the message queue
upon an unsuccessful replication attempt, the second
message indicating which resolver cell the new informa-
tion was unsuccessfully replicated to.
27. The registration portal of claim 26 further comprising
means for polling the message queue.
28. The registration portal of claim 26 in which the second
message indicates a location of the new information within
main storage.



